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The implementation of smart home systems using the Home 
Assistant platform in modern residential environment addresses 
residents’ needs for practical, effective, and energy-efficient home 
management. Although the smart home market is projected to grow 
by 16.3 until 2027, its adoption in Indonesia still faces challenges 
related to public understanding and device integration complexity. 
The developed system integrates temperature and humidity 
sensors, energy consumption measurement sensors, motion 
defection sensors, relays for device control, and an esp32 as the 
central control unit. Data from esp32 is transmitted in real-time to 
Firebase Real Time Database, then integrated with Home Assistant 
and Node-RED and add-ons for securing monitoring. Evaluation 
demonstrates effective performance in integrating devices from 
various vendors and protocols, as well as responsiveness of 
automation features. This development provides an efficient, cost-
effective, and ease-adopted smart home implementation model, 
demonstrating how the open-source Home Assistant platform can 
enhance energy efficiency, comfort, and security for residents of 
modern housing in Indonesia. 

 Published by the Indonesian Society of Applied Science (ISAS). 
This article is an open access article distributed under the terms of the Creative 

Commons Attribution (CC BY 4.0) license. 

 

 

1. Introduction 
The rapid advancement of information and communication technology (ICT) has 

accelerated the adoption of Internet of Things (IoT)-based solutions across various 

aspects of daily life, including within household environments [1]. One of the most 

prominent applications of IoT is the smart home system, which enables centralized, 

automated control of electronic devices to enhance energy efficiency, comfort, and 

security in residential settings [2]. According to a 2023 report by Statista, the global smart 

home market is projected to grow at a compound annual growth rate of 16.3% through 
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2027, driven by urbanization, rising energy concerns, and increased accesibility of smart 

technologies [3]. Despite its growing popularity, smart home implementation-particularly 

in developing countries like Indonesia-faces several challenges. A study by Rahman et al. 

Revealed that only 23% of urban Indonesian respondents fully understand the concept 

and benefits of smar thomes. Other major obstacle include the complexity of integrating 

devices form various manufacturers using different communication protocols, reliance on 

stable internet connectivity, the high cost of proprietary systems, and lack of intuitive user 

interfaces  

To address these challenges, this research explores the use of Home Assistant, an 

open-source smart home platform that emphasizes local control, privacy, and 

interoperability [4]. Home Assistant supports integration with a wide range of IoT devices 

from different vendors and protocols, allowing users to build customized automation 

scenarios. Furthermore, its add-on ecosystem enables flexible and extensible integration 

with third- party services, offering an adaptable approach for modern smart home 

deployment. 

However, the implementation of such a system introduces specific technical 

challenges that this research aims to address. Firstly, the integration of heterogeneous 

devices, such as lights, electronic appliances, and sensors, demands a deep understanding 

of the distinct communication methods and data structures employed by each component. 

Secondly, while platforms like Home Assistant simplify this process, the reliance on its 

add-on ecosystem for integrating third-party services necessitates careful evaluation to 

ensure the compatibility, stability, and long-term reliability of these components within 

the overall system. Therefore, this study focuses on navigating these integration 

complexities to build a robust and stable smart home prototype. 

This study aims to investigate how Home Assistant can be effectively implemented 

to build accessible, cost-efficient, and user-friendly smart home systems in modern 

Indonesian residential environments. Specifically, the research objectives are: (1) to 

design an integrated smart home system using Home Assistant; (2) to analyze system 

performance in managing various IoT devices; and (3) to evaluate overall system stability 

and compatibility. 

To provide a solid foundation for this research, several prior studies relevant to 

smart monitoring and smart home integration using the Home Assistant platform are 

reviewed. These works explore diverse implementations ranging from environmental 

monitoring and surveillance to accessibility and security, highlighting the platform's 

versatility and potential. 

Suvar et al [5] addresses the challenge of monitoring server rooms, which are 

typically unmanned due to high noise levels and specific climate conditions. These 

environments necessitate a specialized monitoring system with robust hardware and 

software components, requiring remote communication capabilities within a private 

network, high speed responsiveness, and straightforward event identification. 

To meet these requirements, the Home Assistant platform was selected for its 

significant advantages, including ease of customization and configuration without the 

need for specialized training. The Node-RED plugin was utilized as the primary tool to 

implement several critical automation routines. Key automations include: dispatching a 
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smartphone alert when the temperature exceeds 26°C; logging a power failure of the 

primary air conditioning (AC) unit and notifying three designated smartphones; 

activating an auxiliary AC unit when the temperature rises above 21°C to provide 

supplementary cooling; and triggering an alarm status in the event of an AC malfunction. 

The study concludes that the implementation of this automated monitoring system 

using Home Assistant significantly enhances the efficiency and effectiveness of facility 

oversight. By providing comprehensive integration and granular control over smart 

devices, the system improves both the security and operational management of the server 

room environment. 

Akhmetzhanov et al [6] proposed the design of a cost- effective home security 

system that integrates multiple CCTV cameras with the Home Assistant platform. The 

system architecture utilizes a Raspberry Pi microcontroller running MotionEyeOS, which 

functions as a central hub to manage and aggregate feeds from three individual cameras. 

This configuration enables the consolidated video streams to be seamlessly integrated 

into the Home Assistant dashboard by targeting the IP address or URL of the MotionEyeOS 

instance. 

The primary contribution of this approach is its economic advantage over 

proprietary, third-party surveillance systems. By leveraging the Raspberry Pi and the 

open-source Home Assistant platform, which requires no additional licensing costs, this 

design offers an accessible and more easily implemented alternative for advanced home 

security monitoring. 

Munteanu et al [7] proposed the design and implementation of a residential 

security system centered on a custom-designed door locking module that utilizes Radio 

Frequency Identification (RFID) for access control. A primary achievement of the study 

was the successful integration of this bespoke hardware with the Home Assistant 

platform. Within this integrated system, the principal function of Home Assistant was to 

serve as a monitoring and notification engine, providing real- time alerts for "door open" 

and "door close" events. 

Rocha et al [8] proposed a solution to address the increasing complexity of 

technology, which often hinders the accessibility and benefits of smart home systems. 

They contended that a Home Assistant-based system could enhance this accessibility by 

providing an integrated, natural, and multimodal method of interaction with the home 

ecosystem. To validate this, the "Smart Green Homes" project was developed, creating an 

integrated home assistant built on an information and communication technology (ICT) 

infrastructure. This system was deployed as a functional demonstrator and evaluated by 

seventy users. 

The results of the user evaluation were generally positive, with 61% of 

participants rating the assistant as "good" or "very good," and 51% indicating they would 

be likely to recommend it to others. These findings suggest that a home assistant offering 

an integrated view of the smart home through natural, multimodal, and adaptive 

interactions presents a viable solution for improving smart home accessibility and 

contributing to a better living environment for its occupants. 

The review of related works indicates that Home Assistant is a robust and versatile 

platform for a wide range of smart home applications. Previous studies have successfully 
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demonstrated its capacity for mission-critical automation, its integration with custom-

designed hardware such as RFID access control modules, and its ability to serve as a low-

cost hub for security systems using components like Raspberry Pi and MotionEyeOS. 

Furthermore, research has validated its potential for creating accessible and user-friendly 

interfaces that receive positive reception from end-users. 

The review of related works indicates that Home Assistant is a robust and versatile 

platform for a wide range of smart home applications. Previous studies have successfully 

demonstrated its capacity for mission-critical automation, its integration with custom-

designed hardware, and its ability to serve as a low-cost hub for security systems. 

Furthermore, research has validated its potential for creating accessible and user-friendly 

interfaces that receive positive reception from end-users. 

However, while these studies validate the platform's capabilities in specific 

domains, a gap persists in research that documents a practical, end-to-end 

implementation of a multi- domain smart home system. Much of the existing literature 

focuses on either a single application (e.g., security or energy management) or high-level 

user interaction, without detailing the process of integrating a wide spectrum of 

heterogeneous sensors and actuators into a single, unified control dashboard. 

Therefore, this research aims to address this gap by presenting a replicable case 

study of a comprehensive smart home implementation. By detailing the integration of 

functionalities spanning security (motion detection and CCTV), environmental control 

(temperature and humidity), and granular energy management, this work serves as a 

practical blueprint. The objective is to demonstrate how disparate components can be 

effectively unified into a cohesive and manageable smart home ecosystem, thus bridging 

the gap between domain-specific solutions and a truly integrated management model. 

 

2. Methods 

Figure 1 illustrates a smart home network comprising five individual houses, each 

equipped with installed modules that are interconnected within a unified ecosystem. Each 

house is outfitted with various smart devices, enabling communication with a centralized 

Firebase server. 

Residents utilize the Home Assistant platform to conveniently monitor and control 

home devices such as lighting. The system also provides access to essential environmental 

Figure 1. Integration of home assistant with firebase 
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data, including electricity consumption, room temperature, humidity levels, and motion 

activity. 

To enhance security, the system supports local integration features, CCTV cameras 

are implemented for real-time surveillance, and two-way voice communication allows 

interaction with individuals near the premises. 

Through this integrated platform, residents are able to manage their smart home 

environment efficiently and securely via a single, user-friendly interface. 

Figure 2 illustrates a smart home network comprising five individual houses, each 
equipped with installed modules that are interconnected within a unified ecosystem. Each 
house is outfitted with various smart devices, enabling communication with a centralized 
Firebase server. 

The lighting system, controlled via relays, comprises five LED lamps, distributed 
across key areas. A lamp is positioned in the living room, the primary space for occupant 
interaction, and another in the kitchen to support culinary activities. The remaining lamps 
are installed in the child’s bedroom, the parent’s bedroom, and the bathroom to provide 
dedicated illumination for these specific zones. 

For environmental monitoring, the DHT11 temperature and humidity sensor is 
strategically placed in the living room, as this area serves as a representative benchmark 
for the overall ambient comfort level within the house. A PIR sensor is positioned near the 
main entrance to detect ingress and egress functioning as a trigger for both automated 
lighting and security notifications. While the PZEM-004T sensor measures the 
comprehensive electrical parameters of the home, its physical location is not depicted on 
the floor plan as it is integrated directly into the main electrical distribution panel. Finally, 

Figure 2. Sensor location design 

Figure 3. Ardunio IDE 
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a TP-Link Tapo C200CCTV camera is installed at the front of the house to provide real-
time visual surveillance of the entrance area, thereby enhancing overall security. 

The programming and configuration of the ESP32 microcontroller were conducted 
using the Arduino Integrated Development Environment (IDE), as depicted in Figure 3. 
This environment was utilized to write the C++ based code responsible for initializing the 
connected sensors and actuators. The developed firmware defines the logic for reading 
data from sensors, processing these inputs, and controlling the relays to manage devices 
such as lights. Finally, the Arduino IDE was used to compile the source code and upload 
the resulting firmware to the ESP32, making the system operational. 

To connect the sensors and actuators to the microcontroller the Arduino IDE on 
Figure 4 programming environment is used. The data collected by the ESP32 
microcontroller is transmitted in real-time to Firebase Realtime Database. Through 
Firebase, users can manage and modify logic values to control devices, such as turning 
lights on or off. 

The system architecture leverages Node-RED as middleware to establish a robust 
data pipeline between the Firebase Realtime Database and the Home Assistant front-end. 
A specific flow was developed in Node-RED to continuously listen for data updates within 
a designated path in Firebase. When new sensor data is pushed to the database, the Node-
RED flow is triggered, retrieving the data payload. This data is then formatted and 
channeled to update specific entities within Home Assistant, enabling real-time 
visualization on the user dashboard. This integration method simplifies the process of 
monitoring various sensor readings in a centralized and intuitive manner, as illustrated 
in the system design in Figure 5. 

Figure 4. Hardware circuit system design 

Figure 5. Home assistant with Node-RED 
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Furthermore, the system in Figure 6 includes CCTV integration using the Real-
Time Streaming Protocol (RTSP) to support real-time video monitoring for enhanced 
home security. RTSP-based CCTV cameras are connected to Home Assistant, enabling 
residents to view live video feed through the platform. These cameras support two-way 
communication, allowing users not only to see but also to speak with individuals near 
their home via built-in microphones and speakers 

This functionality is facilitated by the WebRTC add-on in Home Assistant, which 
serves as a bridge to manage video streams from various camera sources, including RTSP-
compatible devices. The WebRTC plugin enables low-latency video streaming and 
supports both audio transmission and reception. Through this integration, residents can 
send voice messages and engage in real-time communication directly through the CCTV 
system, significantly improving remote interaction and overall security responsiveness. 

2.1. Firebase Data 

Table 1. Firebase Data 

 DATA TYPES 

DHT 
Humidity °C (celcius) 

Temperature % 

electricity 

Current V (Voltage) 

energy W (Watt) 

Power A (Ampere) 

Voltage 
Wh (Watt 

Hours) 

Motion True/false Boolean 

relay 

Relay1 

True/False 

Relay2 

Relay3 

Relay4 

Relay5 

Table 1 delineates the data structure implemented within the Firebase Realtime 
Database for this research. The hierarchical, JSON-based structure is designed to logically 
organize all sensor and actuator data, facilitating efficient real-time retrieval and 
management by the Node-RED middleware. The data model consists of four primary root 
nodes: DHT, electricity, Motion, and relay. 

The DHT root node contains two child nodes for environmental data: 
Temperature, which stores a numerical value representing the ambient temperature in 
degrees Celsius (°C), and Humidity, which stores a numerical value for the relative 
humidity as a percentage (%). All power-related metrics are grouped under the electricity 
parent node. This node includes four children: Voltage (in Volts, V), Current (in Amperes, 

Figure 6. CCTV integration using the real-time 
streaming protocol (RTSP) 
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A), Power (in Watts, W), and energy (in Watt-hours, Wh). This structured approach allows 
for the simultaneous monitoring of all critical electrical parameters. 

For state-based data, the Motion node holds a Boolean value (true or false) to 
indicate the presence or absence of detected movement. Finally, the control states of the 
actuators are managed under the relay node. This parent node contains child nodes for 
each individual relay (e.g., Relay1, Relay2), with each storing a Boolean value to represent 
its on (true) or off (false) state. This design is inherently scalable to accommodate 
additional actuators as needed and serves as the single source of truth for the system's 
integration flows. 

 

3. Results and Discussion 

3.1.  Firebase Integration with Home Assistant 

Figure 7 For Sensor data stored in Firebase is integrated into Home Assistant as 
entities using a custom component method. This integration enables users to monitor 
sensor data and control relay statuses directly through the Home Assistant interface. The 
following steps were performed to achieve this integration: 

First, the Node-RED add-on was installed in Home Assistant. This add-on provides 
a visual, flow-based development environment that allows users to create automation 
workflows and logic without extensive coding. It enables seamless communication 
between Home Assistant and external services, including Firebase, through configurable 
nodes and event-driven programming. Using Node-RED, the author was able to define 
flows that retrieve sensor values from Firebase and assign them to specific entities within 
Home Assistant. 

To facilitate real-time data monitoring in Home Assistant, a flow was developed 
using the Node-RED add-on, as shown in Figure 8. The process begins with a trigger that 
activates every second, prompting the system to retrieve the latest sensor data from the 
Firebase Realtime Database. 

Figure 7. Integration of home assistant with firebase 

Figure 8. Get sensor data into home assistant entities 
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The data payload retrieved by this flow comprises a diverse set of readings, 
including ambient temperature, binary motion detection status, and a comprehensive 
suite of electrical parameters. Within the Node-RED environment, this raw data 
undergoes a crucial parsing and routing stage. The flow is designed to separate each 
measurement from the main data object and channel it to a dedicated Home Assistant 
entity. For instance, extracted temperature values are formatted and pushed to a specific 
temperature sensor entity, ensuring they are correctly rendered on the user interface in 
degrees Celsius (°C).Similarly, motion data updates a binary sensor to reflect an 'active' 
or 'inactive' state. The system also provides a granular view of electrical usage by 
individually updating entities for power in watts (W), voltage in volts (V), current in 
amperes (A), and cumulative energy consumption in kilowatt-hours (kWh). 

Figure 9 In addition to sensor monitoring, the system also supports real-time relay 
control using a Node-RED flow integrated with Home Assistant. Firebase input nodes are 
configured to track changes for relay1 through relay5. When a change is detected, a 
function node processes the data to ensure it is a valid boolean value. If valid, the 
corresponding relay state is updated in Home Assistant as a switch entity. A debug node 
displays the relay status in Node-RED for monitoring purposes. 

Figure 9. Real-time relay control using Node-RED  

Figure 10. Node-RED flow updates the status of the relays   
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This setup allows reliable and responsive control of connected devices through 
Home Assistant, based on real-time data from Firebase. As shown in Figure 10 the Node-
RED flow updates the status of the five relays based on changes in Home Assistant, which 
are then reflected in Firebase. The process starts with a node that monitors the status of 
each relay. When a change is detected, the new data are processed and formatted 
correctly. It is then sent to another node, which updates the relay status in Firebase. This 
approach ensures that whenever the status of the relay changes in Home Assistant, the 
information in Firebase is automatically updated, keeping it accurate and allowing users 
to easily monitor and control the relays. 

 

3.2.  Connecting to the Surveillance System 

Home Assistant can be integrated with TP-LINK Tapo C200 cameras using the 
RTSP protocol and WebRTC add-ons for more responsive and high-quality video 
playback. The following steps outline the integration process: 

As shown in Figure 11 the first step is to activate RTSP on the Tapo C200 camera. 
Open the Tapo aplication on your smartphone, select the CCTV camera, access the camera 
settings, locate the “Advanced Settings” option, and configure the camera account by 
establishing a username and password for the camera 

Figure 12 illustrates the process of opening the Home Assistant dashboard and 
navigating to Settings - Device and Integrations. Search for and install "WebRTC." After 
installation, ensure WebRTC can run without issues. Then, access the Home Assistant 
Main Dashboard, search for and add the "WebRTC" widget to implement the integration. 

 

 

 

Figure 11. CCTV RTSP configuration 

Figure 12. Home assistant WebRTC widget 
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Figure 13 shows the configuration process after the WebRTC add-on has been 

successfully installed and added. Configure the camera widget by entering the requested 

URL information in the format rtsp://username@IP/stream1. Once the CCTV camera 

appears, click save to add the CCTV widget to the Home Assistant dashboard. You can now 

view video from the Tapo C200 camera directly on the Home Assistant dashboard. 

3.3. Home Monitoring with Home Assistant 

As the final result of this smart home system implementation, according to Figure 
14 the dashboard serves as a centralized interface designed to efficiently manage and 
monitor various aspects of the home. A primary feature is the control panel for managing 
luminaires in multiple areas, including the living room, bathroom, master bedroom, 
children’s bedroom, and kitchen. This allows users to directly control lighting, which 
provides convenience while promoting energy efficiency. From a security perspective, the 
system is equipped with a PIR sensor near the door. Security is further enhanced through 
the integration of a live video feed from a TP-Link Tapo C200 camera positioned at the 
front of the house, enabling real-time visual monitoring. 

For environmental monitoring, the dashboard displays real- time data on the living 
room's temperature and humidity. This information is vital for maintaining thermal 
comfort and preventing excessively dry or humid atmospheric conditions. Furthermore, 
a comprehensive electrical monitoring panel is integrated, presenting critical data such 
as voltage (V) to assess supply stability, current (A) to detect load spikes, active power 
(W) reflecting instantaneous consumption, and cumulative energy consumption (kWh) to 
aid in managing electricity bills. 

To provide additional context, the dashboard is augmented with real-time weather 
information sourced from an online service, including outdoor temperature, humidity, 

Figure 13. CCTV configuration to home assistant 

Figure 14. Home assistant final dashboard 
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and daily forecasts to assist with activity planning. As a complement, a history panel 
meticulously logs every status change of the light switches, complete with timestamps. 
This activity log serves as a valuable reference for reviewing energy usage patterns or for 
developing more precise automation routines. Overall, this dashboard configuration 
provides an integrated and user- friendly digital platform for efficiently managing and 
monitoring daily home activities. 

3.4. Home Assistant System Testing 

Following system implementation, functional testing was conducted to validate 
the performance of the developed system. The validation process involved systematically 
testing the functionalities available on the Home Assistant dashboard. Each control icon 
on the dashboard was interacted with to confirm that the corresponding physical device, 
such as a lamp, activated correctly. Additionally, the sensor data displayed on the interface 
was verified to ensure accurate real-time readings. 

Table 2. System Testing Scenario 

No Test Scenario Expected Result Conclusion 

1 The living room light is activated from 
the Home Assistant dashboard 

Relay activates; 
lamp turns on. 

Success 

2 The child's bedroom light is activated 
from the Home Assistant dashboard. 

Relay activates; 
lamp turns on. 

Success 

3 The bathroom light is activated from the 
Home Assistant dashboard. 

Relay activates; 
lamp turns on. 

Success 

4 The parent's bedroom light is activated 
from the Home Assistant dashboard. 

Relay activates; 
lamp turns on. 

Success 

5 The kitchen light is activated from the 
Home Assistant dashboard. 

Relay activates; 
lamp turns on. 

Success 

6 Motion is detected by the PIR sensor at 
the main entrance. 

Dashboard showing 
active motion 

Success 

7 The temperature sensor reading exceeds 
the pre-set threshold (23 °C). 

Dashboard showing 
expected 

temperature 

Success 

8 The humidity sensor measures the 
ambient humidity in the living room. 

Real-time 
humidity value 

displayed. 

Success 

9 Electrical parameters are monitored 
while a load (e.g., CCTV) is active. 

Accurate electrical 
data (V, A, W, kWh) 

displayed. 

Success 

10 The weather monitoring feature is 
accessed on the dashboard. 

Weather data is 
displayed 
correctly. 

Success 

11 The activity log for light switches is 
inspected on the dashboard. 

Log shows accurate 
State changes and 

timestamps. 

Success 

12. The live feed from the Tapo C200 camera 
is accessed via Home Assistant. 

Low-latency video 
stream displayed 

Success 

The results presented in Table 2 demonstrate that all tested functionalities, from 
actuator control and real-time sensor monitoring to third-party service integrations, 
performed successfully. This comprehensive validation confirms the stability and 
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reliability of the implemented smart home system in meeting its operational 
requirements. 

This study reinforces the findings from previous literature by successfully 
demonstrating Home Assistant's capacity for comprehensive, multi-domain integration, 
spanning environmental monitoring, energy management, and security, within a unified 
dashboard, an aspect only partially explored in prior, more domain-specific works. 
Furthermore, it validates and extends earlier research on cost-effective integration and 
user accessibility by providing a practical, end-to-end blueprint that combines custom 
ESP32-based hardware with third-party services like Firebase and RTSP cameras into a 
cohesive and manageable ecosystem. 

 

4. Conclusion 

This paper has detailed the design and implementation of a comprehensive smart 

home system developed on the open- source Home Assistant platform. The primary 

objective was to create a unified and accessible interface for managing and monitoring a 

diverse range of household devices to improve residential comfort, security, and energy 

efficiency. The evaluation confirms that the system successfully meets its primary 

objectives, demonstrating robust communication between the IoT device layer (ESP32), 

the Firebase Realtime Database, Node-RED middleware, and the Home Assistant user 

interface. 

The system demonstrated reliable real-time data acquisition and visualization. 

The DHT11 sensor provided consistent temperature and humidity readings, while the PIR 

sensor accurately detected motion at the main entrance. Furthermore, the PZEM-004T 

sensor delivered precise measurements of the home's voltage, current, power, and 

cumulative energy consumption. Testing of the actuator module confirmed that all relay-

controlled lamps could be reliably operated from the Home Assistant interface without 

error. The integration architecture proved to be highly effective, with data successfully 

synchronized bidirectionally between the devices and the 

In conclusion, the developed system has fulfilled the core smart home 

functionalities of real-time monitoring and remote control. While the system operates as 

designed, several avenues for future enhancement have been identified. Further 

development could focus on refining the user interface (UI) to be more informative and 

user-friendly. Additionally, a critical area for future work is the implementation of a 

robust security infrastructure to enable secure remote access to the Home Assistant 

instance from public networks. This would involve configuring secure protocols, such as 

HTTPS via a reverse proxy, and enforcing strong authentication measures to protect the 

system from external threats. 
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